
CYBERWAR, INFOWAR, information-based war-
fare, cyberterrorism, netwar, cyberpunks, informa-

tion (or digital) warriors, information dominance, cyberspace
defense, information chaos�these are just a few recent coin-
ages reflecting the language dealing with the very broad topic
of information-age warfare (I-AW).  Publications on this sub-
ject are growing exponentially, and because of this and the
growing importance of the topic, a pressing need exists to iden-
tify and classify the vast amount of literature that has been pub-
lished on the topic in just the past three or four years.  This
bibliography strives to capture as much of the published, open-
source literature as possible and contains citations to publica-
tions that have appeared generally since the beginning of 1992,
to include citations to books, journals, newspapers and docu-
ments.1  Due to the large volume of information warfare (IW)
publications, this bibliography was published in two parts.  The
first part, published in the March-April 1998 issue, consisted
of:  I. Comparative Studies of Information-Based Conflict;  II.
Organizational Aspects of Information Conflict (nonstate ac-
tors and networks); III.  Perception Management, Psychologi-
cal Operations (PSYOP) and Deception Issues; and IV.  Revo-
lution in Military Affairs (RMA).

The research sources of a multitude of databases, CD-ROMs
and indexes were used, including those of the Naval Postgradu-
ate Library, Stanford University, University of California at
Berkeley, the Monterey Institute of International Studies, Na-
tional Defense University (NDU) Library, Pentagon library and
the Combined Arms Research Library at Fort Leavenworth,
Kansas.2 The bibliography is arranged alphabetically under
each subject category by author, or title if no author is indi-
cated.  It is categorized into the following broad subject cat-
egories, with a brief explanation of each category�s scope:

V.  Cyberspace and Security Issues.  Includes publica-
tions concerning issues of hackers, sabotage, disruption or de-
struction of computer-telecommunication systems and/or data.

VI.  Electronic-Technical Dimensions (including com-
mand, control, communication, computers and intelligence
[C4I] issues).  Includes articles dealing strictly with technical
aspects of computer systems such as data storage and retrieval

issues, digitization, information chaos issues and offensive-
defensive capabilities.

VII.  Internet Sites.  Includes only a few of the main sites
from which to launch searches to other sites.

V.  Cyberspace and Security Issues
Acherman, Robert K. �Digital Formats Complicate Infor-

mation Security Tasks.� Signal, February 1997, 21-23.  Fo-
cuses on how US planners are now paying considerable at-
tention to the defensive aspect of I-AW and the degrading or
destroying of data.

Adams, Charlotte. �Information Warfare Takes a Front
Seat.� Military & Aerospace Electronics, June 1996, 19-21.
Addresses operational security application within the Defense
Management System, evolution of the Defense Advanced
Research Projects Agency Information Survivability program
and the National Security Telecommunications Advisory
Council�s focus on information protection and assurance.

Aldrich, Richard W. �The International Legal Implications
of Information Warfare.� Airpower Journal, Fall 1996, 99-110.
Reviews definition of IW and debates the appropriateness of
applying the law of war to IW techniques.

Allard, Kenneth. �Data Transforms Warfare.� Defense
News, 4 March 1996, 24.  Discusses how I-AW poses new
challenges to corporate culture.

Anthes, Gary H. �DOD on Red Alert to Fend off Info At-
tacks.� Computerworld, 6 January 1997, 1-2.  Department of
Defense (DOD) to establish a Red team of computer security
experts to assess the security of computer and communications
systems and determine the extent and nature of threats to the
US information infrastructure.

________. �Feds Limit Info Warfare Role.� Computerworld,
18 September 1995, 24.  Reports on statements by senior law
enforcement and intelligence agencies at the 1995 Third In-
ternational Information Warfare Conference that they would
not take part in industrial espionage against foreign firms or
countries even though US companies are asking for help.

________. �Info-Terrorist Threat Growing.� Computerworld, 30
January 1995, 1-2.  Contends that few information system man-
agers pay attention to the dangers of electromagnetic weap-
ons and that corporate preparation to address this threat is cur-
rently scant.

________. �Info Warfare Risk Growing.� Computerworld, 22
May 1995, 1, 16.  Reports on US military officials� assessments
concerning the threat and describes some DOD weapons such
as electromagnetic pulse guns and sleeper computer viruses;
describes the establishment of I-AW centers by all three
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branches of the Armed Forces to study threats to US infor-
mation.

________. �New Laws Sought for Info Warfare.�
Computerworld, 5 June 1995, 55.  Addresses the need for new
laws to govern I-AW in the US and a legal framework to pro-
tect information systems.

________. �Security Pundits Weigh War Threat.�
Computerworld, 2 October 1995, 71.  Reviews the opinions
of experts at a conference on I-AW that networks of US com-
panies are vulnerable.

________. �U.S. Easy Target for Cyberattacks.�
Computerworld, 27 May 1996, 7.  Reports on the lack of se-
curity in the US government�s computer network and the com-
puter industry�s slow response.

Arnold, H.D. et al. �Targeting Financial Systems as Cen-
ters of Gravity:  �Low Intensity to No Intensity� Conflict.� De-
fense Analysis, 10/2 (1994), 181-208.

�Axent Announces Contract Win to Protect AF Bases from
Information Warfare.� C4i News, 6 November 1997, 1.

Benedikt, Michael, ed. Cyberspace:  First Steps. Cambridge,
MA:  M.I.T., 1991.  Provides a compilation of papers pre-
sented at The First Conference on Cyberspace in 1990; char-
acterizes cyberspace as �an infinite artificial world where hu-
mans navigate in information-based space� and as �the ultimate
computer-human interface.�

Black, Steven K. A Sobering Look at the Contours of
Cyberspace. Ridgway Viewpoints no. 96-3. Pittsburgh, PA:
Ridgway Center for International Security Studies, University
of Pittsburgh, 1996.  Covers security aspects of computer net-
works and telecommunications.

Bond, J.N. Peacetime Foreign Data Manipulation as One
Aspect of Offensive Information Warfare:  Questions of Le-
gality under the United Nations Charter Article 2(4). New-
port, RI:  Naval War College (NWC), 14 June 1996.  Dis-
cusses the issue of whether manipulation of a foreign state�s
data may be considered use of force against that country in
violation of Article 2(4) of the UN Charter; examines briefly
whether Article 2(4) is still a valid norm under international
law; concludes that in certain circumstances data manipula-
tion could be considered the use of force but is more likely to
be viewed as an intervention in the internal affairs of the for-
eign state.

�Businesses Face Threat of Information Warfare.� Signal,
June 1996, 45-46.

Campen, Alan D. et al., ed. �Cooperative Effort Encour-
ages Safe Information Highway Travel.� Signal, October 1995,
43-44.

________. Cyberwar:  Security, Strategy, and Conflict in
the Information Age. Fairfax, VA:  AFCEA International Press,
1996.

________. �Rush to Information-Based Warfare Gambles
with National Security.� Signal, July 1995, 67-69.

________. �Vulnerability of Info Systems Demands Imme-
diate Action.� National Defense, November 1995, 26-27.

Carr, Thomas H. War on the Cheap. Using Information
Warfare to Lengthen the Decision Cycle. Newport, RI:  NWC,
12 February 1996.  Investigates how a US adversary might
indirectly attack a military operation�s center of gravity (COG)
by disrupting operational tempo using I-AW; shows how a
financially limited country could effectively fight the US mili-
tary by paying talented computer hackers and others familiar
with US support networks to disturb these systems; concludes
that a good I-AW capability would be a great combat multi-
plier for any foe and is not a capability realized sufficiently
by US military joint planners.

Cheswick, William and Steven Bellovin. Firewalls and
Internet Security:  Repelling the Wily Hacker. Boston:
Addison-Wesley, 1994.

�CIA Director Warns Information Warfare Poses Danger
to U.S.� Wall Street Journal, 26 June 1996, B6(E).  Reports
on Director John Deutch�s warnings about the vulnerability

of internet communications to computer-based cyber attacks.
Clapper, James R. Jr. and Eben H. Trevino Jr. �Critical Se-

curity Dominates Information Warfare Moves.� Signal, March
1995, 71-72.

�Commanders Pull Intelligence in Information Warfare
Strategy.� Signal, August 1994, 29-31.

�Commercial, Military Information Security Requirements
Meld.� Signal, May 1996, 108-9.

Cooper, Pat. �Cyberwar Recasts National Security.� Army
Times, 26 June 1995, 26.  Describes the emergence of I-AW
as the chief means of deterring adversaries and defending US
interests, the deterrent value of being able to cripple another
society by destroying its information systems and the protec-
tion of computer networks, systems and data.

________. �Internet Link to Defense Data May be too
Easy.� Army Times, 22 January 1996, 27+.  Reviews cases of
hackers gaining access to and leaking secret military informa-
tion; includes comments from computer security consultant
James Lightburn.

________. �New Effort Afoot to Keep Ships� Computers
Afloat.� Navy Times, 20 November 1995, 31.  Outlines US
Navy plans to invest $389 million in 1995 to protect ships from
attacks on their computer networks.

________. �Newest Information Warfare Technology
Could Backfire On Battlefield of the Future.� Defense News,
6 May 1996, 26.

________. �War Game Reveals IW Vulnerabilities.� De-
fense News, 4 March 1996, 33.

Croal, N�Gai and Jennifer Tanaka. �Gunning for Bytes.�
Newsweek, 10 June 1996, 11.  Reports on the US Air Force�s
designation of a 20-person squadron in South Carolina as an
information-warfare unit which will study both offensive and
defensive strategies.

�Crucial Network Imperatives Spawn Information War
Peril.� Signal, June 1996, 35-38.

�Cyberterrorism Threatens Online Security; Federal Panel Cites
�Weapons of Mass Disruption�.� Computerworld 31/41 (1997),
14.

Dellecave, Tom Jr. �Insecurity:  Is Technology Putting
Your Company�s Primary Asset�its Information�at Risk?
Sales & Marketing Management, April 1996, 38-50.  Dis-
cusses the firm InfoWar Inc., which discovers vulnerabilities
in companies� computer security.

Deming, Peter. Computers Under Attack:  Intruders, Worms
and Viruses. ACM Press.

DOD. Defensive Information Warfare Implementation.
Chairman of the Joint Chiefs of Staff Instruction (CJCSI)
6510.01A, 31 May 1996.  Contains sections on elements of
the IW-defense process, information system protection, respon-
sibilities of commanders and agencies and other topics; in-
cludes a list of references in Enclosure E to many governmen-
tal directives on electronic security.

Esarey, Clinton D. Media and the U.S. Army:  You Don�t
Always Get What You Want; You May Just Get What You
Need. Fort Leavenworth, KS:  School of Advanced Military
Studies (SAMS), US Army Command and General Staff Col-
lege (CGSC), 23 May 1994.  Discusses the information op-
erations (IO) concept that the US Army is developing which
describes the framework for conducting I-AW; examines the
characteristics of the US media�Army relationship in the 21st
century.

Evancoe, Paul R. and Mark Bentley. �Computer Viruses
Loom As Future Era Weapons.� National Defense, February
1994, 19, 21.  Describes the types and uses of computer vi-
ruses for disrupting military weapons and information systems,
especially fire control, targeting, intelligence and banking.

Evers, Stacey. �Stopping the Hacking of Cyber Informa-
tion.� Jane�s Defence Weekly, 10 April 1996, 22-25.

Farrell, Peter T. A National Security Strategy for Informa-
tion Assurance. Carlisle Barracks, PA:  AWC, 1997.

Fialka, John J. �Pentagon Studies Art of �Information War-



fare� to Reduce its Systems� Vulnerability to Hackers.� Wall
Street Journal, 3 July 1995, A20.  Discusses a report by The
Defense Information Systems Agency (DISA) that hacker at-
tacks on the Pentagon�s global computer networks average
about two a day; describes help received from the National
Security Agency (NSA).

�FIWC Commissioned.� Naval Aviation News, January-
February 1996, 2.  Describes the mission of the US Navy�s
newly commissioned Fleet Information Warfare Center
(FIWC) Naval Amphibious Base, Little Creek, Virginia.

Gambel, Daniel W. �MLS (Multi-Level Security):  Data Se-
curity for the DOD and the Rest of Us.� Defense Electronics,
June 1995, 10+.

Greenberg, Lawrence T. Old Law for a New World?:  The
Applicability of International Law to Information Warfare.
Stanford, CA:  Center for International Security and Arms
Control, Institute for International Studies, Stanford Univer-
sity, 1997.

Griffith, Thomas E. Strategic Attack of National Electrical
Systems. Maxwell Air Force Base (AFB), AL:  Air Univer-
sity, 1994.  Contends that strategic attacks on national electri-
cal systems have generally failed to meet their objectives be-
cause of a failure to understand how nations use these systems;
argues that the US should reject future attacks on national elec-
tric power systems.

Guilbault, R.G. �Information Empowerment:  The Key
Force Multiplier.� Defense & Security Electronics, January
1996, 10+.

�Hackers, Beware on Defense.� Navy Times, 14 August
1995, 30.  Reports on the Anti-Electronic Racketeering Act
proposed in the Senate, protection of military information sys-
tems and the difficulty of prosecuting hackers.

Hardy, Stephen M. �New Guerrilla Warfare.� Journal of
Electronic Defense, September 1996, 46+.  Addresses protect-
ing DOD computer and communications assets.

________. �A Question of Symmetry?� Journal of Elec-
tronic Defense, January 1997, 42-44+.  Describes common
uses of cryptography and some encryption alternatives avail-
able to armed forces worldwide.

Hughes, David. �609th Sqdn. Pursues New Realm of Com-
bat.� Aviation Week & Space Technology, 29 April 1996, 52-
53.  Describes the US Air Force�s 609th IW Squadron, formed
to protect vital computer networks in a central command air
operations center and the challenges facing it in protecting
these networks.

Hundley, Richard et al., rapporteurs. Security in Cyberspace:
Emerging Challenges for Society:  Proceedings of an International
Conference. Santa Monica, CA:  RAND Corporation, 1996.

Hundley, Richard and Robert H. Anderson. A Qualitative
Methodology for the Assessment of Cyberspace-Related Risks.
Santa Monica, CA:  RAND Corporation, 1996.

Hurst, Gerald A. Taking Down Telecommunications. Max-
well AFB, AL:  Air University, 1994.  A 76-page report ex-
amining the vulnerabilities of national systems to lethal and
nonlethal attacks; calls for a strong research and development
(R&D) program to acquire nonlethal technologies with which
to attack and disable enemy communications.

Information Security:  Computer Attacks at Department of
Defense Pose Increasing Risk. Washington, DC:  Government
Accounting Office (GAO), GAO/AIMD-96-84, May 1996.

�Information Systems, Networks Spark Major Security
Challenges.� Signal, June 1996, 43.

Information Warfare:  Legal, Regulatory, Policy and Or-
ganizational Considerations for Assurance. 2d ed. Science Ap-
plications International Corporation, 4 July 1996.  A study
commissioned by the Joint Staff to identify and document or-
ganizational and other conditions as an educational baseline
in the formulation of a comprehensive information protection
strategy; contains chapters on infrastructures, the legal, regu-
latory, policy, technology and intelligence environment and
organizational considerations.

�Information Warriors Raze Enemy�s Vital Data Chains.�
National Defense, March 1995, 30-31.

�Infowar Convention Raises Security Issues.� Computer
Fraud and Security 11 (1996), 6.

Kabay, M.E. �Prepare Yourself for Information Warfare.�
Computerworld, 20 March 1995, ss2-7.  Deals with threats to
companies� information infrastructure, industrial espionage,
risk management, security systems and other technology is-
sues.

Kaneshige, Thomas. �Is the US Prepared for Cyberwar?�
Computer, 1 July 1996, 20-1.  Discusses the threat posed by
strategic I-AW which could cripple an enemy�s electronic com-
merce, power grid and air traffic control and phone systems.

Kennedy, K.J., B.M. Lawlor and A.J. Nelson. Grand Strat-
egy for Information Age National Security. Carlisle Barracks,
PA:  AWC, 12 May 1996.  Examines current national secu-
rity strategy which the authors contend is obsolete, fails to
defend against structured information attacks threatening US
COGs and relies upon DOD as sole provider of national de-
fense in the information dimension; sets forth a strategic plan
for information assurance.

Klinefelter, Stephen. The National Security Strategy and
Information Warfare. Carlisle Barracks, PA:  AWC, 1997.

Kovacich, Gerald. �Information Warfare and the Informa-
tion System Security Professional.� Computers & Security 16/
1 (1997), 14+.

Kuschner, Karl W. Legal and Practical Constraints on In-
formation Warfare. Newport, RI:  NWC, 14 June 96.  Dis-
cusses tests for necessity and proportionality under the laws
of armed conflict, the need for weighing the possible conse-
quences of this type of warfare and problems such as lack of
enemy command and control (C2), posthostility reconstruction
and retaliation.

Landay, Jonathan S. �US Worries about Growing Threat
of �Cyberwar� in Information Age.� Christian Science Moni-
tor, 7 June 1996, 1.  Describes the mounting apprehension
about the threat of cyberwar as the nation�s military, finan-
cial, government and business sectors become more interlinked
and dependent on proliferating communication networks
worldwide.

Lange, Larry. �Warnings for an Electronic Nation.� Elec-
tronic Engineering Times, 22 September 1997, 93+.

Lawlor, Maryann. �Science Board Task Force Challenges
Defensive Information Warfare Status.� Signal, September
1997, 63+.

�Lawmakers Get Education on Perils of Cyber Warfare.�
C4i News, 27 March 1997.

Libicki, Martin C. Defending Cyberspace and Other Meta-
phors. Washington, DC:  NDU, 1997.

________. �Information Warfare:  A Brief Guide to De-
fense Preparedness�Information Systems Play an Important
Role in Society, So Threats to Their Security Should Be Taken
Seriously�But There is No Need to Panic.� Physics Today
50/9 (1997), 40.

Lohr, Steve. �National Security Experts Plan for Wars
Whose Targets and Weapons Are All Digital.� New York
Times, 30 September 1996, D1.  Discusses I-AW exercises
conducted by the NDU and the DOD and the growing reli-
ance on computer networks and telecommunications which
makes the United States vulnerable to I-AW; includes com-
ments of Howard Frank, Martin Libicki, John Deutch and
William Marlow.

Machlis, Sharon.  �Security Experts:  Hacker Detection is
Key.� Computerworld, 3 March 1997, 59, 67.  Reports on DISA�s
IW Division and discusses the need to concentrate on detect-
ing intruders and shutting down access to computer systems.

Madsen, Wayne. �Information Warfare.� Information Sys-
tems Security, Fall 1995, 12-15.  Discusses potential capabili-
ties of the US government, the Defense Science Board�s
(DSB�s) �Information Architecture for the Battlefield� and the
Computer Security Act of 1987.



________. �Intelligence Agency Threats to Computer Se-
curity.� International Journal of Intelligence and Counter-
intelligence, Winter 1993, 413-88.  Contains a country-by-
country listing of computer espionage capabilities of
intelligence and law enforcement agencies.

Mann, Paul. �Cyber Threat Expands with Unchecked
Speed.� Aviation Week & Space Technology, 8 July 1996, 63-
64.  Reviews the potential of I-AW threatening the disruption
of the US air traffic control system, banking networks and
powerplants.

Matthews, William. �Susceptible to Sabotage.� Air Force
Times, 5 February 1996, 28.  Reviews the threat to automated
information systems.

Maze, Rick. �Military computers vulnerable to intrusion.�
Navy Times, 29 July 1996, 25+.  Details the testimony of
Deputy Defense Secretary John P. White before the US Sen-
ate Governmental Affairs Investigations Subcommittee on the
vulnerability of US government computers to hackers and in-
truders; describes the military�s information network and calls
for increased security measures.

McCollum, William W. The Role of the Intelligence Com-
munity in Preparing to Win the Information War. Carlisle
Barracks, PA:  AWC, 1997.

McKenna, James T. �Rome Lab Targets Info Warfare De-
fenses.� Aviation Week & Space Technology, 12 August 1996,
65-66.  Discusses the work of researchers at the US Air Force�s
Rome Laboratory investigating software and technologies to
better protect critical military and civil information systems
and data.

________. �Tighter Security Urged for Defense Comput-
ers.� Aviation Week & Space Technology, 20 January 1997,
60-61.

McKenna, Pat. �Hacker Trackers:  OSI (Office of Special
Investigations) Computer Cops Fight Crime On-line.� Airman,
April 1996, 24-29.  Discusses the work of the US Air Force
IW Center.

Messmer, Ellen. �Report Pushes for Military Buildup on
the Net.� Network World, 20 January 1997, 31.  Discusses a
DOD report on the high potential for I-AW against civilian
and government organizations and its request for $5 billion
for enhanced defensive electronic warfare (EW) countermea-
sures.

Metzgar, Terry. �Hostile Intercepts Aimed At Information
Systems.� National Defense, May-June 1993, 24-26.  Exam-
ines corporate espionage and the $10 billion-a-year informa-
tion security market; covers specific threats, such as from
eavesdropping, data interception and electromagnetic induc-
tion and countermeasures available.

Molander, Roger C. et al. �Strategic Information Warfare:
A New Face of War.� Parameters, Autumn 1996, 81-92.

_______. Strategic Information Warfare:  A New Face of
War. Santa Monica, CA:  RAND Corporation, 1996.  A 110-
page report prepared for the Office of the Assistant Secretary
of Defense�Command, Control, Communications and Intelli-
gence (C3I); provides perspectives on a broad range of potential
national security issues; studies the ongoing rapid evolution of
cyberspace�the global information infrastructure�and the grow-
ing dependence of the US military and other national institu-
tions and infrastructures on potentially vulnerable elements of
the national information infrastructure.

Munro, Neil. �The Pentagon�s New Nightmare:  An Elec-
tronic Pearl Harbor.� Washington Post, 16 July 1995, C3.

________. �Reno Proposes Cyberspace Defense.� Wash-
ington Technology, 25 April 1996, 53-54.

________.�Sketching a National Information Warfare De-
fense Plan.� Communications of the ACM, November 1996,
15-17.  Describes the executive order �Critical Infrastruc-
ture Protection� which creates a defense policy for protect-
ing the country�s phone systems, power grid, air traffic con-
trol and bank systems, establishes a commission to formulate
a national I-AW or cyberwar defense plan and forms an

ad-hoc, multiagency network defense organization led by
the Federal Bureau of Investigation to boost defenses in the
near term.

________. �White House Edges Closer to Cyberwar.�
Washington Technology, 21 March 1996, 12.

Mussington, David. �Systematic Intrusions in DOD Com-
puter Systems.� Pointer (Monthly supplement to Jane�s In-
telligence Review) August 1996, 16.

________. �Throwing the Switch in Cyberspace.� Jane�s
Intelligence Review, July 1996, 331-34.  Assesses the emer-
gence of global information networks and the potential use of
these networks for terrorist or criminal purposes; discusses
information-layer and infrastructure-layer issues, network vul-
nerabilities and other topics.

National Research Council. Computers at Risk:  Safe Com-
puting in the Information Age. Washington, DC:  National
Academy Press, 1991.

�No Sheriffs Patrol Universal Cyberspace Frontier Towns.�
Signal, June 1996, 39-42.

Orr, Joseph E. Information Dominance:  A Policy of Se-
lective Engagement. Carlisle Barracks, PA:  AWC, 1997.

Peterson, A. Padgett. �Tactical Computers Vulnerable To
Malicious Software Attacks.� Signal, November 1993, 74-75.
Examines the vulnerability of tactical computer systems used
by the US military and some potential countermeasures; con-
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Planning Considerations for Defensive Information War-
fare:  Information Assurance. Arlington, VA:  DISA, 1993.
Calls for the protection of the defense information infrastruc-
ture upon which the US military depends; discusses 12 cru-
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vember 1994, 82-85.
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fare.� Computer Security Journal, October 1995.
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Sakkas, Peter E. �Espionage and Sabotage in the Computer
World.� International Journal of Intelligence and Counterin-
telligence, Summer 1991, 155-202.  Discusses the issues, tac-
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